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Ql Describe the term Cryptanalysis. CO1, L2 Z
Q2 | Draft and organize the model of Secure Communication. CO1, L4 2
Q3 Explain any two substitution techniques through respective examples. CO2, 12 a
Q4 Elaborate the importance of Asymmetric Key Cryptography in detail. COol1,L1 | 4
Qs Explain in detail Chinese Remainder Theorm. COZ, LG a
Qs Find the multiplicative inverse of 3 mod 5 using Extended Euclidian’s Algorithm. CO2, L6 g
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Understand modern concepts related to cryptography and cryptanalysis.

Analyze and use methods for cryptography and reflect about limits and applicability of these methaods

To define the system to protect determines the security properties that are desired for this system
|

Describe and implement of some of the prominent techniques for public-key cryptosystems and digital

2

3 identify the possible threats to these security properties, their likelihood of occurrence and consider
possible mitigations against these threats.

- signature schemes (e.g., Rabin, RSA, EIGamal, DSA, Schnorr)

3 definitions,

Explain the notions of public-key encryption and digital signatures and sketch their formal security
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